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A Peach of a WLAN
By Craig Settles

Georgia’s State Capitol building has two IT infrastructures under its dome, one for the legislature and one for the governor’s office. After a drive-by hacker breached security for the legislature’s Wi-Fi network, Governor Sunny Purdue demanded that his office’s Wi-Fi network be re-built from the ground up to ensure total security. He also mandated that every current and newly hired staff person receive individual network security training.

Al Yelverton, director of network administration for the Georgia Technology Authority (GTA), reports that this approach has worked very well. “We’ve had no breaches that we can identify, and there’s no opportunity for unauthorized users to stumble into the back-office infrastructure. If someone tried to hack in, that access point would capture the hacker’s IP address and automatically shut down.

This hands-on approach to training the Governor’s staff ensures that employees are instilled with the proper level of urgency and detail. “Otherwise, you give them the information in their employee handbooks, they just sign the last page saying they received it, but they never read what’s inside,” says Yelverton. Whether enterprises deploy Wi-Fi within the organization, or have mobile workers using devices in the field, involvement by line-of-business managers and senior executives is key to maximizing the value security applications offer.

GTA selected products from AirDefense to meet its security needs. Companies such as AirMagnet, Juniper Networks and Aruba Networks also offer products that address the security of Wi-Fi networks within the enterprise. 
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