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Does Your Hotspot
Have An Evil Twin?

Awareness Is Key To

hile waiting at Hartsfield-
Jackson Atlanta International
Airport for a connecting flight

to San Francisco, Joseph Angelo thought
he’d catch up on his email and do a little
Web shopping at a Wi-Fi hotspot near
the departure gate. After firing up his
notebook and going through the regular
logon screens, everything looked as it
should with the online store’s slick
graphics, professional-looking design,
and even its annoying animated ads.

Despite all outward appearances,
Angelo had stumbled into the twilight
zone of wireless Internet access, where a
bogus hotspot intercepted his online con-
nection in order to steal his personal infor-
mation. A month later, after several odd
charges showed up on his credit card bill,
he realized that he’d been duped and his
online identity was now in jeopardy.

The story has a happy ending, though.
Angelo immediately alerted his credit
card company, which issued him a new
card and reimbursed him for the fraudu-
lent charges. He didn’t lose a penny.

“In a real sense, he was lucky,” ex-
plains Richard Rushing, chief security of-
ficer at AirDefense, “some people lose big
from schemes like this.” AirDefense spe-
cializes in securing and boosting the per-
formance of wireless networks.

“The sad part of the story is that this
type of attack is becoming more and more
common as people demand to be con-
nected all the time and use hotspots
without thinking,” adds Rushing.

Separated At Birth

Angelo’s Web journey was sky-jacked
by a bogus hotspot masquerading as
the real thing. Called an evil twin in the
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Preventing Online Attacks

parlance of hackers and security experts,
a criminal intent on gathering credit card
numbers or other personal data, such as
email addresses and corporate login in-
formation, sets up a Wi-Fi access point
near an established commercial hotspot.
Either the sham setup has the same net-
work name or has an enticing come-on
such as “Free Access,” “Club Wi-Fi,” or
“Special Offer.” As is so often the case on
the Web, if the offer sounds too good to
be true, it probably is.

This is the wireless world’s equiva-
lent of the bait and switch rip-off be-
cause the only thing the people behind
the evil twin are really after is your on-
line identity. Although new variations
appear all the time, the attack works
something like this: After connecting
to the phony hotspot, unsuspecting
surfers are either asked to verify their
billing information by typing in a credit
card number or are sent to what seems

| exactly like a popular Web site (such






