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October 27, 2006

Wireless Nation
By Elizabeth Millard
With a more mobile-minded workforce, it seems that there are new wireless options every day, from multifeatured access points to new devices that tap into hotspots to service plans that pack an array of support features into a monthly fee. 

But with choice can come a feeling of being overwhelmed—how much wireless does a company really need, anyway? And with campus-wide wireless access, will there be security issues and access concerns that keep an IT manager’s pager beeping well into the wee hours of the night? 

There is a way to roll out wireless without feeling like it’s taking over far too many IT resources, experts note. Like other kinds of technologies, a wireless strategy requires extensive initial planning but also a willingness to remain flexible after rollout as support and security issues crop up. 

Creating A Plan 

The first step in a wireless implementation doesn’t involve any tech purchasing or even perusal of service options. Instead, what’s required is an in-depth look at what problems wireless will solve and how use of the tactic will change IT resource allocation. Going wireless simply for the sake of it will likely cause more issues to crop up rather than addressing what pain points already exist. 

Constant connectivity is crucial for small and medium-sized enterprises, especially in today’s fast-paced environment, notes Russell Morgan, president of the Information Technology Solution Providers Alliance (www.itspa.net), a nonprofit industry group. 

“Data communications provided through cellular networks gives business owners the capability to be in touch anywhere they have cell phone coverage and anytime that their mobile phones are on,” he says. “But the many device, network, and service options available mean that small businesses need to become more savvy about the capabilities they’re looking for and the best ways to implement them for full integration with the rest of their technology.” 

Investment in a wireless site survey by a consultant or vendor can be useful, as well as chatting with several service providers to get a better grasp of their range of offerings. Areas of focus for both of these initial conversations should include: who needs access to wireless both within the building and on the road; what type of network configuration and hardware currently exist; how wireless would affect network security, storage, and data recovery; and what measures can be put in place to protect data if the wireless system should fail. 

In talking with service providers, SMEs should also discuss the data applications that might be routed over a wireless network. Each application has its own bandwidth requirements, and some might cause a network bottleneck if accessed from numerous points simultaneously. A good service provider can recommend bandwidth-shaping options, which can prevent underprovisioning as well as budget-breaking overprovisioning. 

Wireless Concerns 

One of the largest issues to address when choosing a wireless strategy for a company is security because locking down a wireless network often requires more attention and management than securing a wire-bound system. (For more specifics, see “The Wireless Security Update” on page 9.) 

Another concern could be buying wireless technology today that is destined for the tech junk closet within a few years. To allay this anxiety, an IT department should talk with vendors about products that are backward compatible, as well as suitable for a scale-up in operations if a company should grow. 

While choosing network gear and making sure that applications can run properly, IT departments will also have to look at what type of devices will be used in the company. Many times, it’s more effective to pull together device makers and other vendors to create a customized service, says Morgan. 

“The preference to work directly with wireless carriers for small business services has decreased from 45% in 2004 to just 18% in 2006,” he notes. “While wireless carriers remain a viable option to consider for end-to-end service, the range of implementation partners now includes device vendors, software vendors, and solution providers because they have both the technology and service expertise to help meet your specific needs.” 

Another potential problem spot is wiring, notes Jeff Kunst, vice president of marketing for wireless firm MobileAccess (www.mobileaccess.com). “Ironically, it takes a lot of wiring to make a building wireless,” he says. “Many companies, especially SMEs, don’t realize how expensive cabling can be if they don’t have the infrastructure in place, and they don’t anticipate that when budgeting.” 

Finally, check in with the neighbors, advises Richard Rushing, chief security officer at AirDefense (www.airdefense.net), a maker of enterprise wireless LAN security products. 

“Find out what the buildings around you are doing or whether companies on other floors have wireless that might be on the channel you planned to use,” he says. “Some people only find out about other wireless setups when they’re not getting any throughput.” 

Gauging Success 

Once a wireless plan is rolled out and security is in place, the work toward tweaking a strategy doesn’t end. As employees come in with support issues and network glitches crop up, an IT department will be able to see whether they’re meeting their goals with wireless or falling short. 

It is possible that SMEs might find that the wireless plan is too ambitious, or there are areas where it simply doesn’t make sense. In some companies, wireless doesn’t need to be on every floor or even branch office of the business. As much as wireless can be a boon when it comes to productivity, in some cases employees are simply desk-bound and don’t need to access the Internet from devices. 

In gauging the effect of the rollout, it’s necessary to check in with other departments to determine productivity gains, says Kunst, and particularly to evaluate ROI. 

“Many times, the cost of devices comes out of a department budget, so IT has to look at those numbers as part of the overall wireless costs,” he says.
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