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February 12, 2007

Tech Notebook: No safety, even at security gathering

No one is safe anymore -- not even at RSA, one of the information security industry's largest gatherings, which took place in San Francisco last week.

Wireless security company AirDefense found that almost 500 laptops, PDAs and phones at the show were vulnerable to ``evil twin'' attacks, where the user joins what he thinks is a free wireless network, only to inadvertently download a computer virus. AirDefense, based in Atlanta, counted 87 people connected to insecure Wi-Fi networks and discovered 85 different malicious wireless attacks.

What's more, device owners didn't realize they were vulnerable. Many sent out unencrypted corporate user names and passwords over the network, where they could have been plucked by attackers.
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