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July 18, 2007
Cardiff University to Deploy AirDefense Wireless LAN Infrastructure
By Susan J. Campbell
AirDefense announced today that its enterprise security product is being deployed by Cardiff University to secure the largest wireless local area network (WLAN) so far built in the UK. RM, a supplier of information and communications technology (ICT) to the UK education market, was awarded the contract to build this network. After rigorous testing, AirDefense was chosen to defend Cardiff’s WLAN. 

The wireless network is expected to cover 66 buildings across three square miles and will include more than 1,300 access points catering to 30,000 students, 5,000 staff and visiting guests. The University’s goals included ensuring maximum wireless coverage through the expansion of existing wireless capability for the whole campus and outlying peripheral sites.

The network also has to help the university realize the goals of the Modern Working Environment project that is the core of the university’s Information Services Strategy for the future. 

"We want to enhance the wireless networking service as much as possible, to improve the users experience and to ensure the service is as robust, resilient and as secure as possible with the least amount of Man effort for ongoing management," said Anthony Cope IT Manager Cardiff University in a Wednesday statement.

A WLAN’s required defenses differ from those of a wired network as the vulnerabilities are in the air. The airwaves surrounding the Cardiff WLAN will be constantly monitored by AirDefense Enterprise to ensure the security of the network at the university.

"We are delighted to be working with the IT team at Cardiff University to provide a comprehensive networking solution" Said Brian Andrews of RM, in Wednesday’s statement. "The complexity of the site means we had to design and build and secure a wireless network for buildings of diverse design and structure that would be world class and fully scalable and provide networking services to wireless devices of varying types."

The university is prone to seasonality and as such must plan for full capacity at times when the campus is densely populated and empty at others, as well as maintaining a high quality of service by tailoring the network response to application requirements. 

As a result, the university must deploy a centrally managed management platform that does not take up too much time for the IT staff. The platform chosen was the Ringmaster from Trapeze because of the ease of use. When designing the network, the ease of support and troubleshooting were major considerations.

"Being chosen to secure such a large wireless network demonstrates that AirDefense has become the technology of choice " said Anthony Perridge VP EMEA for AirDefense, in Wednesday’s statement. 

Perridge continued: "With limited time and resource available to manage such a large network and thousands of devices in the air, accurate detection, and policy based threat mitigation is essential. Delivering the lowest total cost of ownership means that the University can focus on delivering service to their users." 

A WLAN deployed in a university setting presents significant challenges that are unique when compared to traditional corporate networks. Not only do these institutions generally have distributed users, they also have significant peaks and valleys in usage volume throughout the year. Being able to deliver a state-of-the-art WLAN that meets the needs of the university, both now and in the future, is a significant win for AirDefense and one likely to help secure future contacts.
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