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November 16, 2007
http://www.cbc.ca/consumer/story/2007/11/16/wireless.html
Wireless credit card transactions in stores often vulnerable: survey
Half of more than 3,000 U.S. and European retail stores use wireless systems vulnerable to hacking to transfer data — including credit card transactions — according to a wireless security company survey.

"Retailers around the country are leaving the proverbial barn door open for potential problems should unauthorized individuals desire to steal consumer credit card information and point-of-sale information," Richard Rushing, chief security officer at AirDefense, said in a release Thursday.

In a six-week undercover project released Thursday, the Atlanta-based maker of security products for wireless data systems found that about 25 per cent of the stores' 4,748 wireless access points were exchanging data with no encryption at all to foil electronic eavesdroppers.

The survey found another 25 per cent were using an outdated encryption method easily cracked by thieves using widely available tools.

The remaining half of the access points — the connections between wireless devices and computer networks — were using newer encryption methods that are considered far harder to crack.

The stores surveyed were in Atlanta, Boston, Chicago, Los Angeles, New York, San Francisco, London and Paris.

Wireless systems are believed to have been the entry points for recent large-scale data thefts at retailers, including a massive heist at discount retailer TJX Cos.

U.S.-based TJX is the parent company of T.J. Maxx, Marshalls, HomeGoods and other chains, including Winners and HomeSense in Canada.

At least 45.7 million credit and debit card numbers of TJX Cos. customers were stolen from the discount retailer's computer system over several years. Another 455,000 customers who returned merchandise without receipts had their personal data stolen, including driver's licence numbers.

"You can drive down a street with a laptop and easily find wireless access points, and it does not require a great degree of sophistication," said Avivah Litan, a security analyst with Gartner Inc. "In technical circles, people talk about this all the time, but nobody ever puts it together broadly like this survey."

Litan, who does not work with AirDefense, said she was familiar with its findings. She called them significant and said the survey of 3,045 stores was the largest involving retailers she was aware of.
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