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Probe Uncovers Vulnerable Retailer Wireless Systems

The Associated Press

Half of the 3,045 stores that wireless security vendor AirDefense secretly monitored at major shopping areas in the U.S and Europe use wireless data systems vulnerable to hacking. According to U.S.-based AirDefense, the sensitive data that retailers routinely transmit over wireless networks includes credit card and Social Security numbers.

AirDefense says it found that about 25 percent of 4,748 monitored wireless access points were exchanging data without using any form of encryption. A further 25 percent of the access points were using an outdated encryption method called Wired Equivalent Privacy (WEP) that can easily be cracked by data thieves.

The remainder of the access points were using newer encryption methods that AirDefense says are far harder to crack. Wireless access points act as interfaces between wireless devices such as barcode scanners and handheld computers, and IT networks.

AirDefense carried out its six-week undercover project at shopping areas in Atlanta, Boston, Chicago, Los Angeles, New York, San Francisco, London and Paris. Its purpose was to expose security holes in wireless networks that are increasingly used to transmit data inside stores.

Wireless systems are believed to have been the entry points for recent large-scale data thefts at retailers. Canadian investigators said in September 2007 that TJX had failed to upgrade its encryption from the older WEP method by the time hackers started to access its networks in July 2005 (Canada Board Faults TJX for Breach).
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