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November 16, 2007
http://www.itbusinessedge.com/blogs/hdw/?p=120
Retail Stores Ripe for Hacking, Survey Finds
Posted by Susan Hall on November 16, 2007 at 1:03 pm

Retailers seem to have learned little from the massive TJX data breach, according to security-device maker AirDefense Inc.

It found that half of more than 3,000 retail stores it was secretly monitoring in major shopping areas in the United States and Europe use wireless data systems vulnerable to hacking for credit card numbers and other customer information, reports The Associated Press on Newsvine.com.

A quarter of the stores’ 4,748 wireless access points were exchanging data with no encryption and another quarter used Wireless Equivalent Privacy, which can be hacked in less than a minute, according to internetnews.com.

It also found wrongly configured wireless access points inside stores, data leakage, poorly named network identifiers and outdated access-point firmware, reports Computerworld.

Said Richard Rushing, the chief security officer of AirDefense.

I thought that the Payment Card Industry standard would have forced fixes. But the problem was they never looked at their wireless networks after they did PCI.
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