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It’s the Most Dangerous Time of the Year
By Carl Weinschenk

In case anyone had any doubt, the common sense assumption that online theft is worse during the holidays is true. And this year, according to this vnunet.com story, fraud rates are expected to set records with increases of 20 percent.

The story has interesting insight into why the criminals are more active during the holidays. So much buying is done online — and this year, a record of more than $30 billion in sales is expected — that some of the normal vigilance is relaxed almost as a requirement for retailers to make it through. The piece paraphrases Ori Eisen, the founder and “chief innovation officer” for the 41st Parameter, saying criminals are more active at this time of the year because retailers aren’t likely to discover their theft for four to six weeks.

This piece points out that there are many sources on the Internet and elsewhere in the media for advice to shoppers on how to protect themselves on the Internet. This piece does something different: It provides advice to merchants. Retailers, according to preCharge, should understand that Address Verification Service (AVS) and Card Verification Value Code (CVV/CV2) matches alone don’t protect them. They should collect IP addresses of visitors, use their instinct in accepting or rejecting orders that can’t be verified, require adult signatures on delivery, even if the customer request is otherwise, and be careful of changes in UPS and FedEx shipping notifications.

The firm also suggests that collecting two credit cards for verification is a good idea when in doubt. It also is a good idea to use Google and Yahoo to screen customers, validate a customer’s residency via online property records, inform customers of policies with every shipment, and confirm that its merchant account descriptor is correct.

RT Strategies and the Business Software Alliance (BSA) make a great point in this Computerworld piece: The top non-work online office activity during the holidays is shopping for gifts. This can lead to an increase in malware and other problems, and IT departments must be aware of this. A survey said one-third of the growing number of people who do their holiday shopping online will do so from the office, a 5 percent increase from last year. The Catch-22 is that when the IT department does the right thing and protects against problems caused by these unauthorized activities, scarce resources are being used. The BSA suggests that companies reinforce their Internet usage policies as the holidays approach.

Sociologists spend a lot of time proving the obvious, such as that people like chocolate and don’t like the New York Yankees. The National Retail Federation undertook such a survey. It found that a lot of companies — four out of five respondents — had been victimized by “organized retail crime.” Total losses in 2006 rose to $41.6 billion. The percentage was about the same as 2005, this Gannett News Service story, posted at the News-Press in southwest Florida, says.

The study looked at online auctions and several offline areas of theft, such as retail crime, burglaries and robberies. The solution has an online element. The piece says that in April, the NRF, the Retail Industry Leaders Association and the FBI introduced the Law Enforcement Retail Partnership Program, an online database aimed at fighting retail crime.

AirDefense raises some frightening issues for the holiday season. The company, according to this Daily Wireless story, found that about 85 percent of 2,500 wireless devices it found in stores were vulnerable to attacks. The retailers did better in using service set identifier (SSIDs) that did not give away the store’s name. Still, the number that were vulnerable — about 550 out of the total of 4,748 — is too many.

The company also offered best practices for wireless shopping. Two things can be said of the list: Alerting shoppers clearly can generate good will and at least some of the suggestions — perhaps tweaked a bit — also are relevant to employees using wireless devices for business purposes.

The hotspot security steps include turning off the wireless card when the device is not in use, installing and utilizing internal firewalls and security software, and employing accounts that are pre-established. It is a good idea to avoid banking from hotspots. Shoppers and others should not use hotspots that are working slowly, from unknown firms or are too busy. When available, it is a good idea to transact business over a corporate virtual private network, employ phishing filters, and use prepaid wireless cards or accounts.
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