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Wireless Security Improving, but Much Work Remains

Carl Weinschenk 

It appears that spotty progress is being made. This release describes surveys done by AirDefense in San Francisco and, timed for the Interop show where the results were released, in Las Vegas. In the latter survey, the company found that 65 percent of 640 APs run by retailers were encrypting with either the first or second version of Wi-Fi Protected Access (WPA and WPA2). However, 82 percent of 1,557 APs in hotels and casinos in the vacation and convention city used either the easily defeated WEP or no encryption at all. In San Francisco, more than 60 percent of retailers used WPA or WPA2, but many still utilized the store name in their Secure Service Set Identification (SSID). This is considered a dangerous practice by most — but not by all.
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