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By Susan Nunziata
The security of wireless networks is a perennial concern for mobile enterprises, but it rarely makes the headlines of mainstream news media. However, the topic rose to national prominence last week when the U.S. Attorney General handed down 11 indictments in the infamous TJX case. 

The case involved an international crew of hackers that made off with some 45 million credit and debit card numbers from the retail corporation TJX, which operates T.J. Maxx, and Marshall's. But TJX wasn't the only retailer hit. The indictment reveals that other retailers affected include BJ's Wholesale Club, OfficeMax, Barnes & Noble, Boston Market and DSW. 

In its article, A Global Trail That Revealed A Cyber-Ring (August 12, 2008), The New York Times details the investigation and reports that these drive-by hackers exploited holes in the security of the wireless network at shopping center in Miami where a TJX Marshall's store was located. They used the breach to install a "sniffer" program on computers located in the TJX headquarters in Massachusetts.  

The drive-by attacks weren't the only way the hackers got the goods; another attack on 11 restaurants in the Dave & Buster's chain accessed the company's computers by exploiting errors in the way it set up passwords, according to the New York Times.

Some in the industry view this case as the tip of the iceberg.

Richard Rushing, Chief Security Officer with AirDefense, tells Mobile Enterprise. "These were all "SIMPLE" crimes. It was 'easy' to break into the wireless networks and to steal credit cards. [The hackers] continued to move from one chain to the next and just repeated what they were already successful in doing. There are thousands of stores still using the same wireless technology, the same weak encryption, and the same store systems, all of which are just waiting to be compromised or have already been compromised, and the company does not even know it."
Adds Joe Epstein, Meru Networks Founder / Senior Director of Technology, "The hackers really didn't need to do much hacking. They just sat in the parking lot."

Rushing also points to weak breach notification laws that fail to adequately protect consumers. 

Mobile Enterprise security columnist Ben Halpert tackles the issue head-on in our July/August 2008 issue.  

In his article Take The Freeze, Halpert says credit monitoring services are not enough, and advises us all to consider a credit freeze instead.
Meanwhile, vendors of wireless networks and other solutions providers are continuing to work on security improvements.
In recent weeks:

Meru Networks announced its RF Barrier, designed to protect against drive-by network attacks such as the one in the TJX case; 

Aruba Networks announced that its WLAN has passed rigorous government security testing; 

Columbitech is touting its mobile VPN as an alternative for security-conscious retailers who are looking to avoid a rip-and-replace of their wireless network; and

Dexterra is introducing a two-factor mobile security solution for its software, powered by VeriSign, that aims to address some of the inadequacies in password-protected data.

