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December 7, 2007
Evaluate & Improve Your Security Defenses

How To Know If Your Security Strategy Is Working Properly

By Elizabeth Millard

Making sure networks and data are secure is a top priority for every company, regardless of size, and it would be tricky to find a firm that didn’t have at least some controls in place. But as many data center managers know, security is an ongoing challenge, and it seems that there are always new products and consultants promising more bulletproof systems.

Although there’s no single solution (unfortunately) that can give absolute security, there are ways to evaluate and improve security defenses without busting the budget. Here’s part of the game plan.

Evaluate The Amount Of Effort Involved

If an IT manager is spending the majority of the day on security, then the strategy is likely ineffective, notes Eric Skinner, CTO of security firm Entrust (www.entrust.com). “Security is often a combination of written policy and software, and what you have to look at is the level of automation that’s involved,” he says.

Evaluating security first involves looking at the layers and making sure they’re connected and working well together, he notes. Each tool should complement each other and build on the strength of other tools. For example, Skinner notes, email encryption leads to disk encryption, and so on. “You should have a variety of technologies working together to plug the holes,” he says.

Take Users Out Of The Equation

No matter how well-intentioned employees might be, asking them to encrypt their email attachments or refrain from inappropriate downloads shouldn’t be part of a security strategy, according to Skinner. “It’s just human nature,” he says. “If your job is to design widgets or balance the books, any kind of security policy that requires user action will be a distraction.”

The more automated and in the background a security strategy might be, the less likely it is that users will be an issue. Skinner suggests content-monitoring software that can give quick visibility into whether inappropriate content is leaving the organization, for instance. “For SMEs in particular, there are issues that have sprung up unexpectedly, like people suddenly turning on a bunch of capabilities like remote access,” he says. “Smaller companies sometimes haven’t had the time to think through the implications of actions like that.”

Understand What You Need

Figuring out which security features are necessary and which can be discarded is a big question, says Peyton Engel, security specialist at CDW Berbee (www.berbee.com).

The first step is to prioritize the risks that the organization needs to defend itself against, he notes. In general, it won’t be feasible to address all risks and will be impossible to fully eliminate many of those that do get addressed.

“The next step is to conduct some form of assessment to measure the extent to which high-priority information is at risk,” he says. Once there’s a list of potential problems, an IT manager can start thinking about their costs, in terms of the degree of harm that a given security incident might cause and the probability or frequency of such events.

“There’s a huge variety of security products available, but a product is only worthwhile if it addresses a risk an organization is unwilling to tolerate in a cost-effective manner,” says Engel. “The true cost of security solutions can be subtle; however, there’s the upfront purchase price, and there is also the recurring cost of monitoring and managing the system.”

The time spent learning an intrusion detection engine’s alerts should be factored in, for example, although it generally far outweighs the cost of getting the system installed.

Maximize Free Security Tools

Although "free" can sometimes translate to "labor-intensive," there are some tools in the marketplace that can be helpful, particularly for specific tasks such as creating logs or monitoring networks. Skinner suggests that even before downloading them, though, a company should evaluate its level of in-house expertise.

“Obviously, free tools don’t come with technical support, so you have to have the skills to handle support issues,” he says. “The bigger question is: Will the tool make the environment more secure in an automatic way or just create more work? If the expertise is in place and the automation, then the tools can be helpful. And the price is certainly right.”

Tune Your Vendor Mix

An organization should avoid putting all its eggs in one basket, Engel believes, and can find more strength in a mixed environment. The theory is that a security flaw in one vendor’s products won’t affect other brands. But the challenge has been cost of ownership—maintaining a variety of systems, with contracts and training, is more expensive than installing a single family of products.

A better approach might be to strike a balance between products and services, Engel says. Instead of choosing between products that will be owned and maintained in-house, he suggests integrating some remote-managed security services into the blend. “These services are becoming an attractive proposition in the current market because they allow SMEs to take advantage of the investments that larger operation centers have made in terms of economies of scale,” he says. As a result, features such as sophisticated event management systems, round-the-clock monitoring, and proactive maintenance are now available for many SMEs.

	Action Plan 

Bryan Harkins, training and development manager at AirDefense (www.airdefense

 HYPERLINK "http://www.airdefense.net" \t "blank" .net), offers the following step-by-step recommendations for SMEs trying to improve their wireless security. 

1. Update the firmware on the APs (access points) and on all of the STAs (stations). 

2. Change the administrator’s password to a very complex one that you can remember and/or document. 

3. If the AP allows you to do so, change the name of the administrator’s account. 

4. Disable DHCP (Dynamic Host Control Protocol) on the LAN side of the AP and use Static IP addressing on the STAs. 

5. Change the default IP address of the AP to something that will work for your STAs. 

6. Use the strongest authentication and encryption that the AP and STAs can all use. 

7. Turn off the broadcasting of the SSID (Service Set Identifier) in the Beacon frame. 

8. Use a nondefault SSID that neither identifies you, your business, your location, or the location of the AP. 

9. Place a space or two at the end of the SSID. (War drivers will not see them.) 

10. Implement a MAC filter allowing only your STAs to connect. 

11. Turn the transmit power down on the AP to just what is required for desired coverage. 

12. Use a nonoverlapping channel, preferably not channel 6. 

13. Change your PHY (physical layer device) to 5GHz if possible. 

14. Use antispyware on your STAs. 

15. Use a personal firewall on the STAs. 

16. Use endpoint protection software if possible. 

17. Install the AP in a physically safe location. 

18. Do not disclose your configurations to others. 

19. Limit the number of allowed associations to just your STAs. 

20. When not in use, turn off the AP. 

21. If there is a breach in security, change all security settings as soon as possible. 

22. If you are unable to configure the AP securely, consult a trained and certified professional to do so on your behalf. 
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