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January 16, 2008
AirDefense: weak wireless security on display at NRF convention
By Frank Washkuch Jr.
Wireless LAN vendor AirDefense disparaged vendors at the National Retail Federation (NRF) Convention and Expo, which took place this week in New York, for slipshod airborne web-security practices.  

The Atlanta-based vendor, one of the handful of security suppliers with a booth at the Javits Center this week, reported Tuesday that less than 10 percent of the 458 access points (APs) featured “bullet-proof” encryption, such as WPA2. 

Almost six in 10 APs used Wired Equivalent Privacy (WEP) encryption, considered the weakest airborne data protection, and nearly 80 percent of 1,693 wireless devices, such as laptops, PDAs, phones and PCs, were vulnerable to “evil twin” attacks, a version of email phishing scams, according to AirDefense. 

Richard Rushing, chief security officer, told SCMagazineUS.com today that many vendors choose convenience over security when setting up convention booths. 

“It's a typical show environment, and it's kind of interesting in the retail space that's trying to move towards being strong security-wise, that you still had a number of devices using WEP, and you have a number of devices that could be compromised,” he said. “The convenience factor wins out over the non-convenience factor.”

Representatives of the Javits Center and the NRF could not be immediately reached for comment. 

AirDefense researchers also reported that attack tools such as Karma, Hotspotter and Airsnarf were seen in the expo floor's airwaves, and 94 mobile devices altered their Media Access Control addresses to bypass Javits' Wi-Fi hotspot security. 

Rushing added that it's unlikely the APs could be used for a data-stealing operation, but said he was surprised that retailers, eager to show off wireless security in the wake of the massive TJX Companies breach, would dismiss best practices at the show. 

“Some of the retail sectors are overlooking the fact that [the Payment Card Industry Data Security Standard and well-known breaches are] on everyone's mind, so why would you not want to go forward with [increased security] at the show,” he said.
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