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April 7, 2008
http://seattlepi.nwsource.com/business/357948_rsa07.html 
Cybersecurity trade show starts Monday

Deborah Gage
About 17,000 security professionals are expected to converge on Moscone Center in San Francisco today for this year's RSA Conference, one of the biggest cybersecurity trade shows in the world.

Cybersecurity "is getting worse as more and more devices go online," said Sandra Toms LaPedis, one of the conference organizers. "There's a need for the industry to come together and solve these tough problems."

Dozens of government officials and corporate executives are expected to speak, including Department of Homeland Security Secretary Michael Chertoff, Palm and Numenta founder Jeff Hawkins and New Yorker writer Malcolm Gladwell, author of "The Tipping Point." Nobel laureate and former Vice President Al Gore is scheduled to speak on Friday, but his speech is closed to the media.

Hundreds of companies will exhibit new products designed to fix security problems. In advance of the conference, some have released reports on security flaws they've ferreted out that their products intend to fix.

AirDefense and AirTight Networks, two startups that compete to secure wireless networks, released studies revealing various security flaws. AirDefense scanned wireless networks in more than 1,000 government agencies and companies in San Francisco, although it didn't name them; AirTight has scanned wireless networks in airports worldwide, including San Francisco and San Jose.

VOIPshield Systems in Ottawa said it found more than 100 security flaws in Internet telephone systems from Cisco, Nortel and Avaya. It will be demonstrating at the conference how the products were hacked.

There also will be several panel discussions on cybersecurity and the government. On Wednesday, New York Times reporter Eric Lichtblau will lead a discussion of the story the Times broke on warrantless wiretapping by the Bush administration.

As problems with cybersecurity have grown over the years, so has the conference. Organizers expect attendance this year to set a record.

Most people who attend are technologists who handle information security for companies or government agencies - RSA is a place where they can discuss problems, debate solutions and look at new technology.

Even though many of the sessions are technical, it is also a place where the public can track their progress. In 2004, for example, Microsoft Chairman Bill Gates announced a strategy to end spam.

That same year, retired Air Force Gen. John Gordon, an adviser to President Bush, said he couldn't figure out how to set up encryption on his own home wireless network and called on industry to make security products that were easier to use.

A big problem this year at the conference is data leakage - how to secure a database so information can't be stolen, how to develop software that can't be cracked, how to keep data away from outsiders and insiders who shouldn't have it.

"New classes of people are having to face these threats" without a good understanding of the problems, said Tim Mather, the conference's chief security strategist. "You have people (at companies) becoming information technology people and it's not the job description they signed up for."

Other hot topics will be electronic voting in this election year, identity management - how can you tell if the people you're talking to online are who they say they are - and the government's role in regulating security.

Many companies feel burdened with too many conflicting regulations, Mather said, but as the economy slows, their spending on security has leveled off, according to Forrester Research.

Companies want to know: "How do we do what we've been doing already but quicker and cheaper?" said Paul Stamp, an analyst at Forrester. The answer, he said, is to focus on protecting data.

Conference info

Find the full RSA Conference schedule at www.rsaconference.com. Passes to the show floor and some of the keynotes are available for $100. A full conference pass is around $2,000.
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