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September 12, 2008
Checking On Security, Compliance & Performance
AirDefense Monitors 802.11 WLANs For Rogue APs, Intruders & More

http://www.processor.com/editorial/article.asp?article=articles%2Fp3037%2F12p37%2F12p37.asp&guid=DE0EB18BA71540FEAFAD8FEA5AF369DC&searchtype=&WordList=&bJumpTo=True
By Daniel P. Dern
Three Questions

As the ongoing developments in the TJX data breaches and other events show, failing to secure an organization’s 802.11 wireless environment is no longer acceptable. And while encryption, authentication and access control, and endpoint security are all important parts of securing your network, they’re not sufficient. 

“Monitoring your airspace is sometimes the only way to ensure compliance,” says Amit Sinha, chief technology officer at AirDefense (www.airdefense.net). “You almost never trust infrastructure to monitor itself.” 

Founded in 2001, Alpharetta, Ga.,-based AirDefense sells monitoring and wireless intrusion prevention systems and software applications that help organizations secure 802.11 networks against wireless security threats. Its products also provide automated wireless protection, policy monitoring, and compliance enforcement both inside and outside an organization’s physical locations and wired networks and can do remote RF (radio frequency) performance troubleshooting and forensic and incident analysis. 

What are the biggest IT-related issues facing today’s small to midsized enterprise? 

“Information security—the need to be secure and to prove your company is secure—has also become a top concern for most businesses,” says Sinha. “The cost of data breaches and the fact that organized crime is after financially lucrative data, as demonstrated in recent indictments and retail breaches, has increased concern over IT security. And being able to guarantee customer privacy, protect trade secrets and business brand, and operate in compliance with government and industry regulations remains a huge challenge.” 

What should Processor readers know about your company’s products? 

The company’s flagship AirDefense Enterprise and related mobile/personal and network planning products are in use in more than 800 Fortune 500 companies; healthcare organizations; high-security government agencies; retail, transportation, and logistics organizations; and other enterprises. 

“Our sensors scan all channels in the 802.11 wireless bands in real time, collecting information and statistics on the devices they see, and report to our hardened purpose-built central server appliance,” says Sinha. 

“We also offer AirDefense Mobile, for use on laptops, to get a quick snapshot of local activity and to find rogue devices with ‘Geiger counter’-type locating,” says Sinha. “We offer two planning tools, AirDefense Architect, which can import AutoCAD drawings and perform sophisticated 3D RF coverage simulations, and AirDefense Survey. And for notebook users who may not always be in the monitoring range of our sensors, we have AirDefense Personal, a small agent program that enforces policies, provides wireless endpoint protection, and sends events and alarms back to the central server.” 

Security isn’t the only reason to use AirDefense, Sinha notes. “IT uses AirDefense a lot for remote wireless troubleshooting. About 60 to 70% of typical wireless-related trouble tickets can be resolved remotely with AirDefense, avoiding the need to send a tech onsite with a wireless analyzer,” he says. “You can do remote packet captures, connection troubleshooting, spectrum analysis, and performance analysis by having dedicated wireless sniffers connected to a central server.” 

In July, AirDefense announced it had signed an agreement to be acquired by Motorola. “We’ve been working with Motorola for almost three years and have a number of road map items,” says Sinha. “You will see some deeper integration as a result of the acquisition, and we are enhancing our monitoring and security alarms and our performance troubleshooting tools to let customers better manage and troubleshoot their wireless networks.” 

What makes your company unique? 

AirDefense holds the earliest, broadest, and most fundamental patents in the area of wireless intrusion prevention, monitoring, and troubleshooting, notes Sinha. “We own all the dominant patents in this space, including in Wireless Intrusion Prevention, for ‘AirTermination,’ and for using sensors for performance troubleshooting.”

