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Contributing Editor
SAN FRANCISCO -- RSA 2008 Conference -- Wireless security vendors used last week's conference here to showcase both the problems and solutions in controlling access to wireless voice and data. 

Just how bad is the problem of wireless insecurity? Vendor AirDefense made a welcome change-up to the tired tradeshow stunt of identifying local, low-flying vulnerabilities. Instead, AirDefense surveyed the wireless security of more than 1,000 Bay Area entities, and assigned grades for four industry categories. 

The highest grade, a "B-" went to the transportation sector; retailers earned a "C+"; finance got a "C-" and government brought up the rear with a "D". 

The biggest problem was poorly protected wireless access points (APs); of the 4,606 APs detected, about 22 percent lacked good security, AirDefense said. "In government, an alarming 72 percent of APs and in finance 67 percent of APs were unencrypted or using WEP," which has proven to be easily hacked, according to the vendor. 

