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By Karen M. Kroll
We're a nation on the go, so it's no shock that most organizations naturally expect employees to carry and utilize the same level of in-house technology while they're on the move. Therefore, in an effort to boost productivity, multi-tasking road warriors often take their PDAs, laptops and SmartPhones just about everywhere. Many travelers are choosing hotels, at least in part, with an eye toward the Internet access they offer, says Holly Garcia, senior director of vendor management with Ingram Micro. "We're on a path where people are having access to data anywhere in the world." 

Going forward, many organizations are likely to replace their wired IT infrastructure with wireless, due to cost savings and productivity enhancement, says Kevin Goulet, senior director of product marketing with Motorola.

However, even as mobile devices boost productivity, they also present security risks. It's not unusual for corporate users of mobile devices to connect to their company's IT systems via unsecured wireless networks when they're out and about, says Grant Murphy, director of enterprise sales,  Secure Computing, a San Jose, Calif.-based service provider. That exposes their employers to threats from spyware and malware, as well as intruders looking for sensitive information. "Mobile users are the biggest single threat we see," he says.  

Hackers Revisited

The need for robust security solutions has accelerated as the nature of the threats has changed. Early on, most hackers were looking to feed their egos, says Derek Stiles, director of channels with Marshal, an Atlanta-based provider of email and Internet content security. Incidents were relatively infrequent, and only rarely was the network itself the subject of attack. Over time, hackers saw that there was money to be made in selling the information, such as credit card numbers, they could access, and their efforts evolved into viable criminal businesses. "The motivation today is the tangible financial reward," he says. 

Today's hackers also often target smaller companies that might appear to be less sophisticated and to have skimped on security. The hackers often also assume that violating an organization's mobile devices will be easier than penetrating their network.

In many cases, they're right. Most organizations have focused their security initiatives internally, on the network and systems located within their corporate headquarters, rather than on external devices, says Wolfgang Kandek, CTO of Qualys, an on demand vulnerability management and policy compliance solutions based in Redwood Shores, Calif.

Concurrently, there's been a shift from, for instance, PDAs that had to sync their information with the corporate network via cables, says Stiles. Currently, many mobile devices contain greater amounts of memory, and can link with the corporate network over wireless networks. 

As if these risks weren't enough, many businesses also must comply with regulations, such as those developed by the PCI Security Standards Council for retailers. These require retailers to protect consumers' credit card numbers when performing transactions. Retailers who fail to comply may pay higher rates on their transactions, and can be liable for any security violations, says Kandek. 

But there is some level of good news as it relates to these potential threats. When properly architected, wireless systems can be even more secure than wired systems, because they have to be robust to work in the first place, according to Goulet. 

What's more, resellers can help their clients design and implement these security solutions, gaining potentially lucrative business opportunities. "Adding security to their offerings can be a natural progression for many networking and storage resellers," says Ingram Micro's Garcia. 

Moreover, even as margins on networking equipment have dropped below 10 percent, security hardware products still can capture 15 to 20 percent margins, while the margins on security professional services often go higher, Murphy says. Most security solutions require a multi-layer approach that incorporates hardware, software and services. 

Shifting Opportunities

Several other shifts in the wireless marketplace make this an opportune time for resellers to enter it, experts say. For starters, "We see an interesting dichotomy" between knowledge and action, says Benjamin Wesson, vice president of product management at Dexterra, a Bothell, Wash.-based mobile workforce software provider. Many business owners recognize the risks inherent in using mobile devices, but aren't taking steps to counteract them. In fact, nearly four out of five consumers knowingly use unprotected mobile devices, according to a recent survey by McAfee. Other business owners simply forego mobile devices in order to avoid the security risks, he adds.

Fortunately (or perhaps "unfortunately"), wireless security technology is becoming better understood because of several high-profile attacks, and mandates instituted through compliance measures such as PCI and HIPAA. Resellers can help retailers and restaurant owners comply with regulations, adding to their business, Kandek notes. "It's an excellent opportunity."

And, as many IT departments have shrunk as a result of budget cuts, organizations will now, more than ever, look to their resellers to provide this expertise, says Paul Shiman, vice president of marketing with Stratix Corporation, an Atlanta-based provider of mobility solutions. 

Hotels also present opportunities for resellers, says Keith Alexis, vice president of sales with SMC Networks, an Irvine, Calif.-based provider of networking solutions for SMBs. They often have a mix of LAN environments, such as one LAN for the back office, and one that guests can connect to. Resellers need to make each secure, while also user-friendly. 

The security market is a fragmented one, says Dexterra's Wesson. Device manufacturers and vendors of operating systems are building out the security tools available with their platforms. At the same time, third-party vendors offer additional tools. 

Among the programs that can help resellers work with their customers to provide security solutions is SMC's Managed Services security platform. It monitors devices, looking for potential attacks, and identifying the devices that have been used to try to attack a network, Alexis says. 

Motorola, which signed an agreement in July to acquire AirDefense, will now offer both Motorola's WLAN infrastructure along with AirDefense's wireless intrusion detection systems. As a result, resellers can offer a complete hardware and software solution for wireless security. 

"We're moving into pull market versus the push market of the past," says Mike Potts, CEO, AirDefense.  

Entering the Market

Most engagements will start on a fairly low-technology note, with a security vulnerability assessment, Murphy says. To complete one, resellers need to first understand the organization's business processes and the way in which information traverses throughout. Armed with this information, they can offer recommendations for security policies and solutions that will be most effective in addressing the customer's needs. 

Before they can make credible technology recommendations, some resellers will need to build both technical experience and relationships with the major players in the space, says Shiman of Stratix. In part, that's because the technology and rules change so frequently. "Unless you have great relationships with partners and you're up to date, you'll get left behind." 

Of course, the partners should also be able to offer viable solutions. The goal is a stable legacy product set, along with new offerings that can be differentiated through features such as ease of use and management, says Stiles of Marshal. Having both lets resellers leverage existing customers, while also picking up new ones.

 Many companies, particularly smaller ones, are considering managed security services and network monitoring, in order to having to install and maintain the tools themselves. "Mid-market companies can't afford to staff around the clock for threats," says Brian Wolfe, partner, software solutions with Laurus Technologies, a Chicago-based reseller. 

Resellers who decide to offer security solutions on a Managed Services basis will probably need to allow 6 to 12 months to build up a healthy base of customers, says Doug Howard, chief strategy officer with k, a Milford, Conn.-based provider of security threat management. Because revenue from Managed Services customers is received over time, resellers need to be able to sustain their existing business while building up their new clients. 

They also need to decide how transparent they want the underlying service provider to be, says Howard. "At what point does the VAR want to own the customer relationship, and at what point do they want to hand it to their partner?" The case for using the security provider's name, at least to start, is compelling, he adds. Given that security is a 24-7 business, and not all VARs can provide that, it makes sense to let customers know how the VAR will provide the needed level of service. Similarly, the security firm should bring market credibility that the reseller probably has yet to establish.

