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Putting a Scare in the Shopping Season

Posted by Ben Worthen 

Today is “Black Friday,” the ceremonial start to the holiday shopping season. Our inbox has been filling up with press releases touting the amount of commerce that will take place online this year and also ones trying to scare the bejesus out of anyone who tries to shop that way. 

Visits to Web sites that feature Black Friday promotions and advertisements were up 145% last week from the week before, according to this press release from Hitwise, which measures Internet traffic. The sites Hitwise counted include household names like bfads.net, blackfriday.gottadeal.com, and blackfriday.info. (Really, companies put this info in press releases and send it to people.) More generally, the Internet research firm comScore says in a press release that consumers made $7 billion worth of online retail purchases in the first half of November, up 17% from the year before. comScore predicts that overall retail spending will be up 20% online this holiday season. 

If you’re shopping online be careful: Hackers and other cyber criminals are everywhere! These press releases from the tech-security firm Sophos and the National Cyber Security Alliance make the case that shopping online this holiday season should only be done cautiously. Beware of emails that offer hot toys at a discount price or even sites that come up in Google searches, since it’s possible a fraudster gamed the algorithm used to rank sites and visitors will be greeted with malicious code that lets a hacker take over their computers. 

If you’re too scared to shop online after reading that, well, the criminals will get you at the retail stores too. This press release touts a study that found many retailers haven’t properly secured the computer networks and devices they use in their stores, leaving them vulnerable to – you guessed it – hackers. The study was performed by AirDefense, which helps companies secure these networks and devices, so to call it self-serving would be an understatement. Nonetheless, AirDefense did discover 2,500 wireless devices at some 3,000 retail stores — 85% of which were misconfigured in a way that left them open to an attack. 

In other words, according to press releases, we’re all doomed no matter what.
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