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AirDefense Wireless Vulnerability Assessment solution allows security assessments to be customized to target networks or devices to validate what should or should not be accessible from the wireless side.


Motorola
 said Aug. 18 it was introducing a new method for active wireless security testing capable of evaluating every deployed wireless access point. The AirDefense Wireless Vulnerability Assessment solution allows IT administrators to remotely find and secure vulnerabilities in their wireless network.

The solution also automates regulatory compliance reporting, helping customers reduce operating expenses, streamline reporting and increase the resiliency of their wireless networks. By simulating active attacks from a hacker’s point-of-view, the system allows administrators to remotely assess the security of sensitive systems on the wireless network, including cardholder data systems.

The Connectivity Troubleshooting tool allows help desk personnel to perform analysis on wireless client connectivity issues and resolve or escalate trouble tickets without requiring extensive wireless expertise.

According to Motorola, its Smart RF (radio frequency) technology puts the wireless LAN RF environment on autopilot to reduce network monitoring costs by letting the wireless LAN to automatically and adapt to changing RF conditions. In addition, Smart RF allows for the dynamic adjustment of the access point power and channels, automatically eliminating the gaps in wireless coverage.

"As more and more enterprises turn to wireless LAN as their primary network, IT departments are looking for innovative solutions that will help them maximize performance while keeping down costs associated with on-site network maintenance and troubleshooting," said Sujai Hajela, vice president and general manager of Motorola's Enterprise Wireless LAN.

Motorola's long-standing history of innovation in wireless LAN and wireless security technologies continues with yet another industry first," Amit Sinha, fellow and chief technologist, Enterprise Wireless LAN, Motorola Enterprise Mobility Solutions, said in a statement. “Revolutionizing the method of conducting vulnerability assessments by providing a proactive and comprehensive assessment of wireless security without the need to send assessors to every site, the Wireless Vulnerability Assessment solution gives enterprises the confidence they need to deploy wireless in even the most sensitive networks."
The solution allows security managers to validate the protection of their sensitive systems from users of the wireless network and would-be intruders. Its scan features lets IT managers validate firewall and wireless switch policies, while also offering discovery options to enumerate multiple paths of entry to sensitive systems on the wired side.
Motorola said the system is an add-on module to the Motorola AirDefense Enterprise Wireless Intrusion Prevention System. Using the same sensors used to provide wireless IPS functionality, customers can purchase a Vulnerability Assessment software license for each sensor deployed. Configured to run automatically or on demand, the assessments can be customized to target networks or devices to validate what should or should not be accessible from the wireless side.

