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October 1, 2007

A Real-World Wireless Security Plan
By Galen Gruman
The school district in Round Rock, Texas, a suburb of Austin, was very open to bringing technology into its educational curriculum and its operations. Several years ago, it began installing wireless access points in schools and other facilities to give teachers, students and various employees online access within district facilities. Today, Round Rock has wireless LANs set up in 46 school-district facilities with about 5,000 wireless-enabled laptop. One common use: carts equipped with an access point and 16 laptops that function as mobile labs.
But the nature of wireless signals — they don’t respect property boundaries — raised several concerns. Outsiders could tap into the school district’s wireless network, and insiders could connect to external network signals that reached in, creating a potential path for a hacker to get into the district’s network, said Dan Scott, the school district’s lead systems engineer. It was easy for teachers, students and others to bring in their own access points, creating unsecured connections to the school network. “You can set policies and such, but some people will always want to do their own thing,” Scott noted.

Another common safety risk was the configuration of laptops that students or teachers brought from home. Often, these machines were set to work in peer-to-per mode, which turns them into access points that others can use to gain network access, which is fine to do at home with your family but not appropriate elsewhere, Scott said.

Access Policies

In the early days of wifi, there was not much you could do about such issues. Administrators could require users to have WEP (Wired Equivalent Privacy) or other access keys to connect to the network, and they could make the use of virtual LANs mandatory in order to separate different kinds of traffic, so sensitive information didn’t get mixed with school assignments or general Internet access. Scott employs access policies managed through Microsot’s Active Directory policy server to manage user-access rights and network settings as much as possible. He’s considering the use of VPNs (virtual private networks) in the wireless LAN to safeguard traffic more strongly in case of a breach. Because the school data is mostly homework-related, the current risk is low, he said.

While all of these approaches are part of any sensible wireless-security plan, they do nothing about rogue access points or open wifi networks that came into school grounds. To counter these, Scott brought in AirDefense Inc.’s security software, which can find rogue access points, laptops set to work in peer-to-peer mode, outside signals leaking in and other such potential intrusion points. “You need to have multiple things in place to make [unauthorized access] as difficult as possible to prevent man-in-the-middle attacks and other dangers,” Scott said.

What Scott discovered confirmed his fears but also let him actively plug those holes. When he found rogue access points, he could locate them, remove them and tell whoever brought them in why they could not use them. When he found laptops set to peer-to-peer mode, he could explain why this was an issue and show the owner how to change the settings while the laptop was on school grounds.

He remembers getting a call from one neighbor complaining that the school’s wireless network was broken because he no longer had Internet access through it. Scott had to explain that it was not up to the school to provide free wireless service to neighbors.

And Scott could see wardrivers trying to find an open network by monitoring the access attempts across access points. The AirDefense software could show the status of neighbors’ access points, so he could see who was vulnerable to wardriving and whose open signals might cause school computers to connect outside inadvertently. Then he could call the neighbor and protect both the neighbor and the school in one fell swoop.

Open Signal Response

The issue of open signals coming from outside is particularly vexing, because most laptops will automatically connect to the strongest signal they find, even if that signal doesn’t come from an internal network specified in the laptop’s preferred wireless network list, Scott noted. Even if you plug the laptop into a wired Ethernet port, it will continue to maintain the wireless connection. Windows, Mac OS X and Linux operating systems don’t give regular users or IT staff a way to change that behavior, said Aaron Higbee, a managing partner at security consultancy Intrepidus Group Inc.

“A lot of organizations were hoping that Microsoft’s wireless group policy extensions were going to give them this control. Sadly, it fell short,” said Higbee. “Some of the Dell drivers have this as a configurable option for built-in adapters, but it’s not consistent, even if an organization is 100 percent Dell,” he added. Other vendors’ wireless client software also provides such capabilities, but it’s hard for larger organizations to ensure that every laptop uses the same wireless hardware and thus can use the same client software in all cases.
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