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UK retail Wi-Fi security still patchy

War walk on the wild side
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Wi-Fi security in UK retail environments is improving, but shops remain vulnerable to the sorts of attacks carried out as part of the infamous TJX credit card heist.

The cybercrooks, who lifted more than 21 million credit card records, leapfrogged onto the retailer's credit card database after first breaking into the wireless network of a regional store, a subsequent investigation ahead of upcoming US trials revealed. The incident ought to have acted as a wake-up call to retailers worldwide, but progress has been a little slow.
A Wi-Fi war walk, passively detecting Wi-Fi networks in a popular shopping areas around Oxford Circus last week, revealed numerous problems.

Data was collected over a one hour period on 16 December using security scanning tools from Motorola AirDefense. No networks or devices were actively compromised during the exercise

In all, over 300 Access Points (APs) and 400 wireless clients were passively detected during the exercise. Almost three in four (71 per cent) of APs were set up for 802.11g access. Nearly one in four (21 per cent) of networks detected were running the older 802.11a protocol. These older networks are used to support mobile scanners, making them popular in retail environments.

A quarter of the networks (25 per cent) detected were set-up without any encryption while a further 21 per cent were protected only by easily breakable WEP encryption. Although some of the networks with no crypto were likely to be related to hotspot services available in cafe’s and other outlets for consumer access, there still were many identifiable business Wi-Fi networks using no encryption at all.

Motorola AirDefense found that a further 18 per cent of networks were using TKIP encryption, a modified version of WEP that rotates keys with every packet for extra security. However recent attacks have also revealed flaws in the TKIP protocol. Only 20 per cent of the Wi-Fi networks identified during the exercise were using the recommended AES/CCMP encryption.

Only 3 per cent of the stations were using AES/CCMP encryption and only 6 per cent of the networks discovered were using enterprise class IEEE 802.1X authentication. All others had either no authentication for users or relied on a shared key.

Diane Johnson, Motorola AirDefense manager EMEA, noted other common problems identified during the test, including naming a Wi-Fi network with the same name as a store, making it easier for crooks to identify potential targets. Cybercrooks want to use access to retail branches as stepping stones towards corporate networks that contain a much greater cache of goodies. Running flat networks with no VPNs makes it easier to map corporate networks and attack database systems, the sort of attack carried out by the TJX hackers.

For all the problems identified during the exercise, Johnson said that the security of UK retail networks had improved from the last time it carried out a similar exercise in London back in September. Furthermore, it was generally better than those of similar environments elsewhere in Europe. She attributed the improvements over recent months to changes made so that retailers could achieve compliance with the credit card industry's PCI DSS standard for merchants.

Motorola's exercise also highlighted potential dangers for businessmen and Christmas shoppers taking advantage of West End hotspots to catch up with some surfing.

More than 25 per cent of stations detected were probing for open hotspots, with 10 per cent probing for "free public Wi-Fi". Machines configured in this way could easily become subject to an Evil Twin-style attacks using a fake hotspot or ad hoc network.

